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DETAILED ACTION 

CLAIMS PRESENTED 

Claims 1-64 are presented. 
Of which: 

Claims 1-21, 46-52, 54, 57, 59, 62, 64 are rejected over PGP; and 
Claims 22-45, 53, 55-56, 58, 60-61, 63 are rejected over PGP and 

admissions against prior art. 

Response to Arguments 

Applicant asserts that the newly added features are not taught by PGP. This 
cannot be true because PGP is a well established exemplar of the network security. 
Such session handlings are inherent in network security. 

Applicant's arguments can be divided into two sub-arguments. 

First, Applicant argues that session handlings, especially those that use user 
profiles are not inherent to the situation of PGP and that PGP cannot teach such. This 
is wrong because PGP inherently applies to user situations. Indeed, the particular cited 
art even notes emails. Emails are inherently between users. 

Second, Applicant argues that virtual air gaps, as claimed, cannot be well known. 
For this consider the cited reference itself. Using the PGP, the emails are kept private. 
Thus, there are gaps causing privacy. 

In conclusion, Applicant is not yet persuasive. 
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The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed 
or described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was 
made. 

Claims 1-21, 46-52, 54, 57, 59, 62, 64 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over PGP (Quote from "E-Mail Security: How to Keep your 
Electronic Messages Private by Bruce Schneier; John Wiley & Sons, Inc. 1995-as 
printed in http://www.trincoll.edu/depts/cpsc/cryptoqraphv/pqp.html -- cited and 
provided in an earlier Office Action). 

Regarding claim 1, PGP teaches all but "resource" (PGP, example paragraph, 
session key being used per session, authentication between Chris and Brian, thus a 
session level authentication). 

These passages of PGP does not mention "resource" in the sense of the claim. 
The claim appears to refer to more than mere email resource; the claim appears to refer 
to a generalized resource. 

Nevertheless, it was well known in the art to (if not in 1995, then at least by the 
time of the filing date of this application) to control "resource" in such fashion for the 
motivation of having more complete security. 
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Hence, it would have been obvious to those of ordinary skill in the art at the time 
of the claimed invention to modify PGP for the motivation noted in the previous 
paragraphs so as to teach the claimed invention. 

Regarding claim 2 (reverse proxy, etc.), such particular features are well known 
in the art for the purpose of handling information across computers. Regarding claim 3 
(other layers unaware of the sub-layer handling, etc.), such particular features are well 
known in the art for the purpose of handling information across computers. For 
example, PGP itself handles per session. PGP would not necessarily interfere with 
security handlings of other layers. Regarding claims 3-21 , 46-52, 54, 57, 59, 62, 64, 
such particular features are well known in the art for the purposes of handling 
information across computers and of security. Regarding claims 46-52, 62, such 
rulebases are well known in the art for the motivation of efficient control of networks. 

Claims 22-45, 53, 55-56, 58, 60-61, 63 are rejected over PGP and admissions 
against prior art. 

Regarding claim 22, PGP teaches all but "virtual gap" (PGP, example paragraph, 
session key being used per session, authentication between Chris and Brian, thus a 
session level authentication). 

These passages of PGP does not mention "virtual gap" in the sense of the claim. 

At pages 1-5 (especially page 3 during discussion of trusted operating system 
and page 5 during discussion of virtual air gaps), the specification of this application 
noted that such features are well known in such fashion for the motivation of having 
more complete security. 
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Hence, it would have been obvious to those of ordinary skill in the art at the time 
of the claimed invention to modify PGP for the motivation noted in the previous 
paragraphs so as to teach the claimed invention. 

Regarding claim 23 (other layers unaware of the sub-layer handling, etc.), such 
particular features are well known in the art for the purpose of handling information 
across computers. For example, PGP itself handles per session. Regarding claim 24 
(bundling of transport layer, etc.), such features are well known in the art of network for 
the motivation of efficiency. For example, TCIP/IP itself bundles the transport layer 
differently than the classic OSI model. Regarding claims 25-45, 53, 55-56, 58, 60-61 , 
63, such particular features are well known in the art for the purposes of handling 
information across computers and of security. Regarding claims 29, such rulebases are 
well known in the art for the motivation of efficient control of networks. 

Conclusion 

The art made of record and not relied upon is considered pertinent to applicant's 
disclosure. The art disclosed general background. 

Points of Contact 

Any response to this action should be mailed to: 



Commissioner of Patents and Trademarks 
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Washington, D.C. 20231 



or faxed to: 



(571) 273-8300, (for formal communications intended for entry) 



Or: 



(571) 273-3836 (for informal or draft communications, please label "PROPOSED" or 
"DRAFT") 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David Jung whose telephone number is (571 ) 272-3836 
or Jacques Louis-Jacques whose telephone number is (571 ) 272-6962. 



David Jung 




Patent Examiner 
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